BIOMETRICS BECOMES KEY WEAPON IN FIGHT AGAINST GLOBAL TERRORISM

The events of September 11, 2001 carried with them many messages of change. Some were profound, such as the comprehension that the workplace located in the heart of a metropolitan city can no longer be taken for granted as a place of safety; and that the person seated next to you on an aircraft may be willing to die in an instant, taking all aboard with them simply to prove the strength of their beliefs.

One of the most far-reaching realizations deriving from the events of September 11th is that the traditional ways of confirming a person’s identity have been shown to be not just hopelessly outdated, but dangerously defective.  On that single day, the weaknesses of these traditional methods were brutally exposed, to Governments and the general public alike.  The need to change these methods for ways far more effective and trustworthy has become painfully apparent – to a point which can no longer remain unresolved.

Biometric technology has frequently been seen in the past as an emerging technology that was to be more feared than embraced. For, as the folklore goes, the technology violates a person’s privacy when applied in a broad public application, and, lest we forget, it is ineffective since it doesn’t work. Unfortunately, the pundits have tended to rule the day and this view has been absorbed into the wider public consciousness.

Since September 11, a much greater awareness – and even tolerance – has engulfed the debate. The general public now expects Governments to enhance those existing (and presently insufficient) processes and procedures in which confirming a person’s true identity is a mandatory requirement, and people’s real identities can no longer be concealed.

Biometric technology, along with greater vigilance and more effective procedures, is now being touted as the vehicle to create a deterrent to those who seek to terrorize society by exploiting the weaknesses that, since the level of threat was previously considered low, have prevailed in traditional identification methods.

While application of biometric technology as a deterrent can take many forms, offer varying degrees of impact and involve many of the available biometric technologies, only a cohesive global undertaking can offer the degree of impact that is essential to become a useful weapon in the fight against global terrorism.  The good news is that such an effort has already been initiated. It began well before September 11 and was initially largely aimed at addressing issues far less challenging than serving as a deterrent in the fight against global terrorism!

The United Nation’s International Civil Aviation Organization (ICAO) and the International Organization for Standardization (ISO) began collaborative work in the late 1990s that would result in the deployment of machine-assisted identity confirmation (biometric) technology to assist authorities such as Immigration, Customs and airlines to confirm the identity of persons presenting official travel documents. While this initiative was exclusively focused on confirming the person’s identity as the rightful holder of the travel document to assist in facilitating the growing volumes of air travellers, it had the additional capacity to help identify persons who should be denied entry to a country, prevented from boarding an aircraft or possibly even detained. The process of performing such identity checks is commonly referred to as conducting a ‘Lookout Check’.

Those within ICAO responsible for defining which biometric technology should be used in support of travel documents had the foresight to consider the need to carry out a Lookout Check.  In other words, not only is it necessary to address the unique and diverse set of identification needs that Governments face when issuing official travel documents, consideration also needs to be given to the acts of inspection carried out at border controls on a person presenting such documents. Supported by ISO, they reached the conclusion well in advance of September 11 that face recognition technology was the most compatible of all the available biometric technologies for addressing and meeting these unique and diverse needs.  A biometric based Lookout Check was identified as the solution.

In reaching that conclusion they acknowledged that for biometric technology to be totally effective in carrying out a Lookout Check it had to have the inherent capacity to identify someone who is on a Lookout List
 when:

· No prior enrolment has occurred or biometric sample has been provided by the person being examined (i.e. short of using a photograph or artist rendering as a substitute in the case of face recognition);

· The person is not being overtly cooperative (e.g. placing their hand or finger on the capture device or posing for the iris capture device); and

· The person is in fact attempting to conceal their true identity by assuming another identity with the full support of counterfeit or fraudulently altered identification document.  

NEITHER PRIOR ENROLMENT NOR COOPERATIVE INVOLVEMENT IN A BIOMETRIC IDENTIFICATION SCHEME IS SOMETHING THE AUTHORITIES AND THE PUBLIC CAN EXPECT FROM A TERRORIST!
In proposing the deployment of face recognition technology, ICAO and ISO’s goal was not some randomly implemented identity confirmation scheme involving an array of disconnected biometric technology deployments! Their goal was a fully interoperable global scheme, in which the identity of the rightful holder of the travel document could be confirmed when verifiable biometric details were available, and a mandatory Lookout Check could be performed on the presenter of the travel document at the sole discretion of the receiving country or responsible designated authority. 

DEPLOYMENT OF FACE BIOMETRIC TECHNOLOGY IN SUPPORT OF TRAVEL DOCUMENT ISSUANCE AND PRESENTATION WILL MAKE IT FAR MORE DIFFICULT FOR A TERRORIST TO GET A TRAVEL DOCUMENT, TO BOARD AN AIRCRAFT AND TO PASS UNDETECTED THROUGH BORDER CONTROLS ACROSS THE WORLD. 

The global biometric initiative being established by ICAO and ISO will act as a deterrent!

Facial images are obtained using live capture or from a photograph.  When a person applies to receive an Official Travel Document (OTD), their facial image will be subjected to a series of machine-assisted identity confirmation checks, as follows:

1. If that person already has an OTD, the person’s facial image will be compared against the facial image of the person to whom that OTD was issued. The comparative image(s) will come from a photo database for Official Travel Documents in circulation maintained by the Issuing Authority;

2. The person’s facial image will be compared to each person defined in the Lookout List. Face biometric based Lookout List(s) will be created and maintained by the Document Issuing Authority. These will be used to warn the Issuing Authority of someone who should be denied access to an OTD.

Face biometric based Lookout Checks are expected to be a mandatory implementation for issuers of Official Travel Documents in the future;

3. The person’s facial image will be compared against the photo database maintained for persons having received an OTD to ensure that the applicant is not already in possession of a travel document under a different identity.

This biometric check, referred to as a Fraud Check, can involve checking biometric representations for upwards of 100 million persons.

Use of face biometric checks in support of issuance will make it far more difficult for terrorists to secure vital Official Travel Documents, such as visas, passports and ID Cards.  

When a person presents an OTD, their facial image will also be subjected to a series of machine-assisted identity confirmation checks, as follows:

1. If that person has an OTD with biometric details stored in machine-readable form on the document (e.g. 2D-bar code, computer chip, optical memory) the person’s facial image will be verified against the details recorded on the travel document. Authenticity and integrity information stored and secured in the machine readable data extracted from the document will be used to safeguard that the biometric confirmation details are those that were recorded by the document Issuing Authority and that they have not been altered in any way;

2. If that person has an OTD that does not contain some form of biometric details stored in machine-readable form on the document, the facial image of the person presenting the travel document will be compared against the photo of the rightful holder displayed on the document (‘Displayed Portrait’). Security treatments used in the construction of the travel document will be checked again using machine-assistance to confirm that the Displayed Portrait has not been altered or substituted;

3. The facial image of the person presenting the OTD will be compared to each person defined in the Lookout List(s). These lists used when inspecting the presenter of a travel document will be created and maintained by the Receiving Countries or authorized Inspection Authority. Lookout List(s) will be used to warn the receiving countries or authorized Inspection Authority of someone who should be denied entry to the country, denied the right to board an aircraft or possibly be detained.

Face biometric based Lookout Checks are expected to be a mandatory implementation for Inspection Authorities in the future.

Underpinning the aforementioned biometric confirmation initiatives are several related initiatives that will, in turn, increase the deterrent level. These are:

· ISO is working on developing a global interchange standard for face biometric details. This standard will not only allow a common face biometric representation to be used across different face recognition software packages, but equally ensure that the highest level of performance is achieved by establishing standards for image capture, image compression and face orientation/ representation within the image;

· Issuing Authorities of OTDs are modifying the way they capture facial images, both live and from photographs, to ensure the highest quality images are available for identity confirmation;

· Issuing Authorities of OTDs are creating, or modifying the way they create, photo databases to ensure facial images are recorded at the highest quality level to guarantee optimum identity confirmation over the life of the OTD (up to ten (10) years);

· Inspection Authorities are beginning to reconfigure their computerized Border Control Systems to include fully integrated face image capture and machine-assisted confirmation. A key component of these new border clearance systems will be face biometric based Lookout Checks.      

ICAO and ISO were well aware that broad public implementation of machine-assisted identity confirmation using biometric technology would need to achieve an acceptable and reliable level of identity confirmation. Nothing less would be acceptable!

In support of this goal, Governments using the emerging ICAO and ISO specifications have stepped forward to undertake extensive testing of face biometric technology in support of travel document issuance and inspection of persons presenting such documents. Emerging results are confirming that the technology, when supported by enabling technologies, can successfully both confirm identity and detect persons such as known terrorists present on a face biometric based Lookout List. The enabling technologies are (1) face recognition oriented photo processing equipment; (2) special cameras capable of detecting and tracking people and subsequently capturing close up facial images at the optimum resolution needed by the face recognition logic; and (3) advanced data mining technology to isolate interim galleries of persons having similar facial details in just seconds from databases as large as 100 million persons. 

To be effective, biometric solutions must be applied in a cohesive global fashion such as that being implemented under the guidance of ICAO and ISO. Through such efforts, biometric technology can offer the degree of impact that will be required to become a useful weapon in the fight against global terrorism.

Success will translate into benefits for us all; least of which will  be a growing sense of public confidence that each time a terrorist attempts to obtain a visa or passport, board an aircraft or pass through frontier controls anywhere in the world, they will be detected!
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